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How can personalized GPT-based phishing detection models reduce the o score of users was 71.25%.
success rate of phishing attacks? Fig 4. Accuracy and confidence to categorize emails
e Participants report emails as visually deceiving and indicate interest in
Methodology a tool to guide decision-making.
Authentication Checks Passed: - Additional Observations:
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Attacker selc.ec.ts target(.s) / W 3. DMARC (Domain-based Message Authentication, Reporting & Conformance): No. This email does not appear spoofed. All security protocols (SPF, DKIM, DMARC) pass, and the
+sends malicious email + Status: Pass sending infrastructure aligns with the domain.
O? O? O ? « Details: The alignment between SPF, DKIM, and the sender domain ( Learn. oceg.org ) . Tip: Even with valid headers, always double-check links before clicking. If you didn't expect the
m ® m @ m ® confirms legitimacy. email, verify directly with the sender.
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e Common phishing terms can be extracted using NLP tools provided
iIn Python through extracting email semantics and analyzing headers.

Keywords

Fig 1. Frequency of phishing keywords Fig 2. Frequency of mismatched email headers

indicate spoofing of sender’s identity e Our Generative Pre-Trained Transformer PhishGuard is capable of

analyzing inputted text, images, and documents to provide actionable

e Considering the keyword and mismatch header indicators, a study was insights and a verdict on the phishing likelihood while also conversing

conducted including 30 college students. The study assessed the with the user.

speed and ability of participants to correctly categorize phishing emails. e Our PhishGuard solution provides an intuitive way to educate users,

e Participants received a timed quiz with a combination of phishing and improve confidence in decision-making, and reduce vulnerability and
legitimate emails and were tasked with classifying them. costly impact associated with falling victim to phishing.
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